To achieve self-healing in the smart grid, the microgrid can be switched to the islanded state for effective autonomy in the event of disasters or attacks. Based on the data collected by smart meters, the microgrid can support an efficient energy scheduling strategy to guide both energy suppliers and consumers so that electricity can be used efficiently. Significant research efforts have been carried out regarding energy scheduling. Nonetheless, the majority of existing strategies failed to prioritize consumers. In fact, the energy consumption order of different users should be distinguished from each other in islanded microgrids with limited energy supply, meaning that they have different priority. To address this issue, in this paper we propose an energy scheduling strategy with priority within islanded microgrids (E2SP) to ensure that consumers with higher priority can obtain energy supply in an earlier order. To be specific, we solve the problem of deriving the amount of power each energy supplier should supply to each consumer via using the Goal Programming Model with positive and negative deviation variables. To evaluate the validity of E2SP, we conduct comprehensive experiments in five cases. The results show that the E2SP strategy can effectively ensure that energy is supplied to consumers in order of priority. In addition, we introduce the dissatisfaction degree as a metric to measure the effectiveness of our strategy. Simulation results show that our E2SP strategy has a lower dissatisfaction degree compared with the scheduling strategy without considering priority, indicating that our E2SP strategy is more effective.
I. INTRODUCTION
With the advance of Internet of Things, a number of smart-world systems can be supported in different domains, including energy, transportation, cities, and healthcare, among others [1] - [8] . As an important means of achieving self-healing in the smart grid, which is a typical application of smart-world cyber-physical systems [9] - [11] , the concept of microgrid has been proposed [12] - [17] . The microgrid is a subnet of the entire distribution network. It includes energy suppliers (supply-users and power plants) and energy consumers (demand-users), which may have power generation The associate editor coordinating the review of this manuscript and approving it for publication was Jinsong Wu. equipments, power storage equipments, power consumption equipments, together with smart meters [12] , [13] .
In particular, as a kind of smart sensors, smart meters (SM) are used to measure, perceive or interconnect with each other to transmit information about the energy supply and demand of the participants, which are key compositions of advanced metering infrastructure (AMI). This infrastructure allows two-way information flow and power flow [18] , [19] . Due to the security risk of AMI and other key components, the effectiveness of smart grid operations can be affected by cyber threats [10] , [11] , [20] - [23] . In normal circumstances, the microgrid is in the connected state and can normally buy and sell electric energy from or to other microgrids and the main grid. However, after encountering natural disasters or being attacked by adversaries, the microgrid operates in an islanded state, no longer interacting with other microgrids and the main grid [13] , [24] - [27] . When the microgrid is in the islanded state, effective autonomy is important. To achieve this, energy scheduling strategies within the microgrid are proposed.
Recently, energy scheduling strategies within microgrids have been widely explored [26] , [28] - [50] . For example, Zhang et al. [28] developed a novel energy scheduling approach with high renewable energy penetration to ensure that the supply-demand balance is maintained. Nonetheless, most of the existing schemes are focused on connected microgrids which can minimize operating costs, maximize economic benefits, and maximize user benefits, and few studies have been carried out on energy scheduling strategies for islanded microgrids. Furthermore, existing energy scheduling strategies for islanded microgrids only consider simple factors such as response time and load curtailment, without considering priority of consumers. In fact, when the grid operates in an islanded state, consumers have different importance levels, urgency levels, credits, power consumption levels, etc., so that different consumers should have different priority. Scilicet, the order to obtain energy supply of different consumers should be distinguished from each other [51] - [54] . For example, important organizations such as hospitals and schools should have higher priority and obtain energy supply in an earlier order. In comparison, less critical consumption such as landscape lighting should have lower priority and obtain energy supply in a later order [51] . If a scheduling strategy does not take the priority into account, consumers with higher priority will be affected as they cannot obtain sufficient energy supply. Thus, it is of paramount importance to develop scheduling strategies that rank the consumers, ensuring that consumers with higher priority can obtain energy supply in an earlier order [51] - [54] .
To fill this gap, in this paper we develop an energy scheduling strategy with priority within islanded microgrids (also called E2SP) based on the Goal Programming Model [55] - [57] . Specifically, for each energy consumer, we leverage positive and negative deviation variables to represent the difference between the energy obtained from all energy suppliers and its energy demand. To balance the supply and demand of each consumer as much as possible, the sum of positive and negative deviation variables should be minimized for each energy consumer. In addition, to distinguish the order in which energy is supplied to, the controller of the microgrid, i.e., microgid central controller (MGCC), determines the priority levels and weight factors of each energy consumer in each priority level. Thus, through multiplying the minimization problem by the weight factor of each energy consumer and then adding them together, we can obtain the optimization problem of each priority level. By multiplying the optimization problem by the priority value of each priority level and then adding them together, we can obtain the optimization goal of energy scheduling of the MGCC. Thereby, by solving the problem, we can obtain the amount of power that each energy supplier should provide to each consumer, and the order to obtain energy supply of different consumers is consistent with priority levels and weight factors.
To formally validate the effectiveness of the E2SP strategy, we conduct comprehensive simulations on a microgrid based on random experiments considering 5 cases. The simulation scenario consists of 10 energy consumers and 4 energy suppliers. Our data confirms that the E2SP strategy is capable of effectively ensuring energy is supplied to consumers according to the order of priority. Furthermore, in terms of the dissatisfaction degree that we introduced, the results show that our proposed E2SP strategy has a lower dissatisfaction degree compared with the model without considering priority, meaning that the E2SP strategy is more efficient. For example, in Case 4, the E2SP strategy performs better in 397 sets of data in which the dissatisfaction degree of E2SP is lower than the model without considering priority. This set accounts for 99.25% of the total experiment data.
The remainder of the paper is organized as follows: In Section II, we present the network model and brief the Goal Programming Model. In Section III, we present the detailed design of our E2SP strategy. In Section IV, we show experimental results to validate the effectiveness of our scheme in comparison with the baseline scheme based on the model without considering priority. In Section V, we make some discussions. Related work is summarized in Section VI. Finally, we conclude this paper in Section VII.
II. PRELIMINARY
In this section, we first present the network model and then briefly summarize the Goal Programming Model.
A. NETWORK MODEL
The microgrid consists of the MGCC, Local Controllers (LCs), energy suppliers and energy consumers [28] , [29] . The energy supplier refers to the supply-user or the power plant that has excess energy to sell, and the energy consumer represents the demand-user who needs to purchase energy from the energy supplier [58] , [59] . A smart meter is deployed for each energy supplier and energy consumer to measure the amount of energy supply or energy demand, send collected information to the LC, and receive decisions from the LC. Each of the energy suppliers and energy consumers is connected to an LC, which has a certain level of intelligence and acts as an interface between the MGCC and energy suppliers, as well as energy consumers. The LC is mainly responsible for forwarding the collected information from smart meters to the MGCC, and locally control both energy suppliers and consumers following instructions from the MGCC. Note that there is only one MGCC in each microgrid. As the control center inside the microgrid, the MGCC has the most powerful computing and storage resources, and is in charge of optimizing the energy supply and energy consumption inside the microgrid based on the information transmitted from the LC. In addition, the MGCC communicates with the main grid. A typical configuration is depicted in Fig. 1 . Here, MG 1, 
B. GOAL PROGRAMMING MODEL
The Goal Programming Model [55] - [57] has been proposed as an approach to solve problems involving multiple, normally conflicting objectives. In the Goal Programming Model, each of these objectives has a corresponding target value to be achieved. Positive and negative deviations are introduced to indicate the difference between the actual value and the target value, which are then minimized in an objective function. For most real-world problems, the importance of objectives is different and can be distinguished by priority levels and weight factors. The minimization of deviations are ordered according to priority levels, with the minimization of deviations in higher priority levels being more important than that in lower priority levels. Furthermore, within the same priority level, the minimization of deviations with greater weight factors is more important than that with smaller weight factors.
All notations used in this paper are defined in Table 1 . Note that the E2SP strategy can be conducted during any time period when the smart grid encounters disasters or attacks. All notations are simplified and common form, which can represent notations in all time periods.
III. ENERGY SCHEDULING STRATEGY WITH PRIORITY WITHIN ISLANDED MICROGRIDS (E2SP)
In this section, we first present the basic idea of the proposed E2SP strategy. Then, we show the detail of the E2SP strategy. It is worth noting that, similar to the previous research works in the area, we assume that energy suppliers and energy consumers inside the microgrid are connected on the same bus, and can exchange energy with each other [12] . 
A. BASIC IDEA
Recall that the energy scheduling strategy for connected microgrids has been the subject of a great deal of research, which is concerned with minimizing operating costs, maximizing economic benefits, and maximizing user benefits [26] , [28] - [42] , [50] . Nonetheless, only limited strategies have been developed for islanded microgrids, and these strategies only consider simple factors such as response time and load curtailment, but do not take the priority into consideration [43] - [49] . When the grid is in an islanded state and there is insufficient energy supply, different consumers have different importance levels, urgency levels, credits, power consumption levels, etc. Thus, different consumers should have different orders (priority) to obtain energy supply [51] - [54] . For example, as illustrated in Fig. 2 , priority of hospitals (A, B, C) are higher than that of schools (D, E, F, G), and priority of schools are higher than that of ordinary users (H , I , J ). To address this problem, in this paper we investigate an energy scheduling strategy with priority within islanded microgrids (E2SP), which can ensure that consumers with higher priority can get sufficient energy supply in an earlier order.
In our E2SP strategy, the priority is divided into two granularities. The first granularity is represented by priority levels. Generally speaking, when there are k priority levels, the corresponding priority levels are indicated by P 1 , P 2 , . . . , P k and P 1 P 2 · · · P k−1 P k > 0. Only when goals of consumers in higher priority levels are optimized, the strategy optimizes the goals of consumers in lower priority levels. The second granularity is represented by weight factors which mean the significance of consumers to distinguish the precedence of them in the same priority level. Generally speaking, weight factors are indicated by w i1 , w i2 ,... and w i1 > w i2 > · · · > 0. When energy available in the microgrid is insufficient, the greater the weight factors are in the same priority level, and the earlier the consumers will obtain energy. Table 2 illustrates the two granularities of consumers in Fig. 2 . Consistent with Fig. 2 , we can set the values of three priority levels as P 1 P 2 P 3 > 0, hospitals A, B, C belong to P 1 , schools D, E, F, G belong to P 2 and ordinary users H , I , J belong to P 3 . For consumers in P 1 , assume that the order of obtaining energy supply is A, B, C, we have w 11 > w 12 > w 13 > 0. For consumers in P 2 , assume that the order of obtaining energy supply is D, E, F, G, we have w 24 > w 25 > w 26 > w 27 > 0. For consumers in P 3 , assume that the order of obtaining energy supply is H , I ,
Based on the statement above, our E2SP strategy consists of the following four steps. First, smart meters collect the energy supply and demand information of energy suppliers and energy consumers, and send the information to the MGCC. Second, the MGCC determines the priority levels and weight factors of each energy consumer at each priority level. Third, the MGCC performs energy scheduling strategy based on the received energy usage and supply information, weight factors and priority levels by leveraging the Goal Programming Model [55] - [57] with positive and negative deviation variables. Finally, energy suppliers and energy consumers provide and use electricity in accordance with decisions made by the MGCC.
Note that we consider a scheduling strategy with two granularities, but our E2SP strategy is applicable to systems with any number of priority granularities, denoted as pg. When the number of priority granularities is pg = 1, we can set the number of priority levels as k = n, all weight factors as 1 and perform our E2SP strategy. That is, each consumer is distributed to one priority level. When more than 2 priority granularities exist, i.e., pg > 2, there are a number of methods to be used. For example, we show two methods as below: (i) the first method is performing the E2SP strategy directly for consumers included in the finest granularity, and (ii) the second means is using the E2SP strategy one time first and then every time we refine each granularity, conducting the E2SP strategy one time. When applied, any of the reasonable methods or a combination of these methods can be chosen.
The E2SP strategy is given in Algorithm 1. This algorithm consists of four steps: (i) data collection, (ii) priority determination, (iii) energy scheduling, and (iv) energy supply and energy consumption.
B. STEP 1: DATA COLLECTION
This step corresponds to lines 2 − 8 in Algorithm 1. First, smart meters collect the required energy or energy supply from energy suppliers and energy consumers, as shown in lines 2 − 7 in Algorithm 1. Then, smart meters transmit the collected required energy or energy supply to the local controller, as shown in lines 2 − 7 in Algorithm 1. Finally, the local controller forwards the collected information to the MGCC, as shown in the line 8 in Algorithm 1.
C. STEP 2: PRIORITY DETERMINATION
This step corresponds to lines 9 − 12 in Algorithm 1. First, the MGCC determines the priority levels set as
where
Then, the MGCC determines weight factors of energy consumers in each priority level. That is, for z i energy consumers in the i th , i = 1, 2 · · · , k priority level, determining the weight factors as
Note that, there is no relationship between the weight factors of energy consumers at different priority levels, and
In addition, denote the set of consumers which are not in the i th , i = 1, 2 · · · , k priority level as z i , we set w ij = 0, j ∈ z i . VOLUME 7, 2019 
by setting all elements to be 0 2: for j = 1 to m do 3: C j sends required energy D j to the LC 4: end for 5: for i = 1 to n do 6: G i sends energy supply S i to the LC 7: end for 8: The LC forwards D j and S i to the MGCC 9: Determine the number of priority levels 10: k ← the number of priority levels 11: Determine the order of priority levels 12: Determine the weight factors of consumers in each priority level 13: The MGCC schedules the energy based on the order of priority according to Equation (10) 14: for i = 1 to n do 15: for j = 1 to m do 16: G i provide x ij to C j 17: end for 18 : end for 19: Return
STEP 3: ENERGY SCHEDULING
This step corresponds to the line 13 in Algorithm 1. Recall in Step 2, the MGCC determines k priority levels and their orders. Within each priority level, the significance of consumers to distinguish the precedence of them is determined as well indicated by weight factors. The optimization goal of the MGCC is to enable energy suppliers to provide energy to energy consumers in order of priority, so that consumers with higher priority can obtain sufficient energy supply in an earlier order.
In the scheduling process, two conditions should be followed: (i) for each energy supplier, the total energy supply provided to all energy consumers should not be greater than the maximum power it can provide, which can be written as m j=1
x ij ≤ S i , i = 1, 2, · · · , n.
(ii) for each energy consumer, the energy supply obtained from all energy suppliers shall satisfy its energy demand as much as possible, which can be written as
In these two equations, S i represents the energy supply of the i th energy supplier, D j represents the energy demand of the j th energy consumer, x ij represents how much power the i th energy supplier should supply to the j th consumer, and x ij ≥ 0, d + j and d − j represent positive and negative deviation variables, which are used in the Goal Programming Model [55] - [57] to indicate the difference between the actual value and the target value. Specifically, the actual value means the energy supply it obtains from all energy suppliers and the target value means the consumer's energy demand in Equation (6) . Note that, d + j and d − j should satisfy
There are three possibilities of the difference between the energy supply obtained from all energy suppliers and the consumer's energy demand. Thus, there are three cases of values of d + j and d − j : when the energy supply obtained from all energy suppliers is greater than the consumer's energy demand, d + j > 0, d − j = 0; when the energy supply obtained from all energy suppliers is smaller than the consumer's energy demand, d + j = 0, d − j > 0; when the energy supply obtained from all energy suppliers is equal to the consumer's energy demand,
Based on Equations (7) and (8), to ensure the supply and demand balance of each consumer, the energy supply obtained from all energy suppliers should be equal to consumers' energy demand as much as possible. Thus, for each consumer j, the MGCC should optimize min(d + j + d − j ). In addition, the MGCC should ensure that energy consumers are supplied in order of priority. Hence, the optimization function of the MGCC can be expressed as
where P l represents the l th priority level and w lj represents the weight factor of the j th consumer within the l th priority level.
Based on Equations (5), (6), (7) , (9) , the optimization problem conducted by the MGCC can be formalized by
Via performing energy dispatching by solving the optimization problem in Equation (10) which is a Goal Programming model, the matrix that presents how much power each energy supplier should supply to each consumer can be obtained. Note that a number of methods for solving the Goal Programming model have been proposed, such as the sequential simplex technique, the multiphase simplex algorithm, etc. [57] . Any of these methods can be chosen.
E. STEP 4: ENERGY SUPPLY AND ENERGY CONSUMPTION
This step corresponds to lines 14 − 18 in Algorithm 1. On the premise that the total amount of energy supply is smaller than the total amount of energy demand, the energy suppliers provide energy to the consumers according to the determined priority levels. In addition, energy is supplied to energy consumers from large to small according to the weight factors in each same priority level.
IV. PERFORMANCE EVALUATION
In this section, we first introduce the simulation setup. We then show experimental results to validate the effectiveness of the E2SP strategy.
A. EVALUATION SETUP
We use Lingo tools [60] , [61] to conduct a simulation study to evaluate the effectiveness of E2SP discussed in Sections III based on experiments. In the simulation setup, we consider a scenario with 10 energy consumers (i.e., m = 10) and 4 energy suppliers (i.e., n = 4) as shown in Table 3 . We conduct five cases of experiments (Case 1 to Case 5), and we perform 400 experiments in each case, totaling 2000 experiments overall. For each experiment, the energy demand of each energy consumer is randomly generated. Then, the total energy supply of energy suppliers is randomly generated. Finally, the energy supply amount of each energy supplier is obtained by randomly subdividing the total energy supply amount of energy suppliers. Note that experiments with the same number in each case have the same energy demand of each energy consumer, and we use kWh as the unit of energy.
The specific experimental scheme is set as follows: Case 1: the total energy supply amount is greater than 0 and less than or equal to the total required energy within the first priority level; Case 2: the total energy supply amount is greater than the total required energy in the first priority level and less than or equal to the total required energy in the first two priority levels; Case 3: the total energy supply is greater than the total required energy in the first two priority levels and less than or equal to the total required energy in the first three priority levels; Case 4: the total energy supply is greater than the total required energy in the first three priority levels and less than or equal to the total required energy in the first four priority levels; Case 5: the total energy supply is greater than the total required energy in the first four priority levels and less than the total required energy of all energy consumers.
In order to verify the effectiveness of the proposed E2SP strategy, we compare with the strategy without considering priority in terms of the dissatisfaction degree. The principle of the strategy without considering priority is that the number of energy consumers that can obtain sufficient power is as much as possible [58] . The definition of the dissatisfaction degree is described in the Definition 1. The smaller the dissatisfaction degree is, the better the scheduling strategy is. Conversely, the worse the scheduling strategy is.
Definition 1: The dissatisfaction degree (DSD) is defined as the degree of energy consumers' dissatisfaction when the energy supply is less than the required energy. The more the insufficient energy is, the greater the dissatisfaction degree is. The dissatisfaction degree can be represented as
in which
so that
where x ij represents how much power the i th energy supplier should supply to the j th consumer, O j is defined as the ratio of the insufficient energy versus the total energy demand of VOLUME 7, 2019 the j th consumer, Q j denotes the dissatisfaction degree of the j th consumer when the satisfied demand is 0, and
With Definition 1, we can obtain the followings: for a consumer, (i) if the energy demand is totally satisfied, the dissatisfaction degree is 0; (ii) if the satisfied demand is 0, the dissatisfaction degree is Q j ; (iii) if the energy demand is partially satisfied, then the dissatisfaction degree is O j Q j , 0 < O j < 1. The more the insufficient energy is, the greater O j is.
B. EFFICIENCY OF THE ENERGY SCHEDULING STRATEGY WITH PRIORITY WITHIN ISLANDED MICROGRIDS (E2SP)
For all 2000 random experiments, the results demonstrate that the E2SP strategy can effectively ensure that energy is supplied to consumers according to the order of priority. For example, for each of the different experimental settings Case 1 to Case 5, we randomly select the 300 th data from the experimental data to analyze the effectiveness of the E2SP strategy, including: (i) how much power each energy supplier provides to each energy consumer, and (ii) the relationship between the actual energy supply provided to the energy consumer and its required energy. For example, the energy supply of the first energy supplier to the first energy consumer is 27kWh, and the energy supply of the third energy supplier to the first energy consumer is 12kWh. Fig. 4 illustrates the relationship between the actual energy supply provided to the energy consumer and its required energy. As we can see from the figure, the E2SP strategy can effectively ensure that energy is supplied to consumers in order of priority. For example, the energy suppliers preferentially provide energy to the first energy consumer. Only when the energy demand of the first energy consumer is satisfied, the second energy consumer will be supplied. At this time, the energy demand of the first energy consumer is 62kWh, but the total energy supply is less than the energy demand, so the energy suppliers can only provide 55kWh for the first energy consumer. Since the first energy consumer does not get enough energy supply, energy consumers 2 to 10 with lower priority will not get energy supply.
Case 2: The experimental setup of the 300 th group of Case 2 is as follows: the required energy vector of energy consumers is [62 83 50 54 79 32 98 56 8 81] and energy supply vector of energy suppliers is [93 22 40 30] . Fig. 5 presents the energy supply provided to each consumer by each energy supplier. The matrix that presents how much power each energy supplier should supply to each energy consumer is For example, the energy supply of the first energy supplier to the third energy consumer is 40kWh, and the energy supply of the fourth energy supplier to the second energy consumer is 30kWh. Fig. 6 presents the relationship between the actual energy supply provided to the energy consumer and its required energy. As we can see from the figure, the E2SP strategy can ensure that energy is effectively supplied to consumers in order of priority. For example, the energy suppliers preferentially provide energy to the first two energy consumers. Only when the energy demand of the first two energy consumers is satisfied, the third energy consumer will be supplied. At this time, the energy demand of the third energy consumer is 50kWh, but the total energy supply is less than the energy demand, so the energy suppliers can only provide 40kWh for the third energy consumer. Since the third energy consumer does not obtain enough energy supply, energy consumers 4 to 10 with lower priority will not get energy supply.
Case 3: The experimental setup of the 300 th group of Case 3 is as follows: the required energy vector of energy consumers is [62 83 50 54 79 32 98 56 8 81] and energy supply vector of energy suppliers is [146 35 63 47] . Fig. 7 depicts the energy supply provided to each consumer by each energy supplier. The matrix that presents how much power each energy supplier should supply to each energy consumer is For example, the energy supply of the second energy supplier to the fifth energy consumer is 35kWh, and the energy supply of the fourth energy supplier to the second energy consumer is 47kWh. Fig. 8 depicts the relationship between the actual energy supply provided to the energy consumer and its required energy. As we can see from the figure, the E2SP strategy can effectively ensure that energy is supplied to consumers in order of priority. For example, the energy suppliers preferentially provide energy to the first four energy consumers. Only when the energy demand of the first four energy consumers is satisfied, the fifth energy consumer will be supplied. At this time, the energy demand of the fifth energy consumer is 79kWh, but the total energy supply is less than the energy demand, so the energy suppliers can only provide 42kWh for the fifth energy consumer. Since the fifth energy consumer does not get enough energy supply, energy consumers 6 to 10 with lower priority will not get energy supply.
Case 4: The experimental setup of the 300 th group of Case 4 is as follows: the required energy vector of energy For example, the energy supply of the first energy supplier to the seventh energy consumer is 61kWh, and the energy supply of the second energy supplier to the fourth energy consumer is 14kWh. Fig. 10 illuminates the relationship between the actual energy supply provided to the energy consumer and its required energy. As we can see from the figure, the E2SP strategy can effectively ensure that energy is supplied to consumers in order of priority. For example, the energy suppliers preferentially provide energy to the first six energy consumers. Only when the energy demand of the first six energy consumers is satisfied, the seventh energy consumer will be supplied. At this time, the energy demand of the seventh energy consumer is 98kWh, but the total energy supply is less than the energy demand, so the energy suppliers can only provide 61kWh for the seventh energy consumer. Since the seventh energy consumer does not get enough energy supply, the energy consumer 8 to 10 with lower priority will not get energy supply. For example, the energy supply of the third energy supplier to the tenth energy consumer is 31kWh, and the energy supply of the fourth energy supplier to the fourth energy consumer is 27kWh. Fig. 12 shows the relationship between the actual energy supply provided to the energy consumer and its required energy. As we can see from the figure, the E2SP strategy can effectively ensure that energy is supplied to consumers in order of priority. For example, the energy suppliers preferentially provide energy to the first nine energy consumers. Only when the energy demand of the first nine energy consumers is satisfied, the tenth energy consumer will be supplied. At this time, the energy demand of the tenth energy consumer is 81kWh, but the total energy supply is less than the energy demand, so the energy suppliers can only provide 31kWh for the tenth energy consumer. Fig. 13 shows the comparison between the E2SP scheduling strategy and the energy scheduling strategy without considering priority under different experimental settings Case 1 to Case 5. From this figure, we can see that the E2SP scheduling strategy is superior to the energy scheduling strategy without considering priority in all cases (Case 1 to Case 5). For example, in Case 4, the E2SP scheduling strategy has a total of 397 sets of data better than the energy scheduling strategy without considering priority, accounting for 99.25% of the total experimental data; the total number of data in which two scheduling strategies are the same is 3, accounting for 0.75% of the total experimental data; and there is no experimental data where the energy scheduling strategy without considering priority is better than our proposed E2SP strategy.
C. COMPARISON WITH THE ENERGY SCHEDULING STRATEGY WITHOUT CONSIDERING PRIORITY

V. DISCUSSION
We now discuss several issues and extensions regarding this paper: determination of priority, security, and comparison with the scheduling strategy without considering priority.
• Determination of Priority: There have been some methods for determining priority of consumers, such as relying on expert experience, classification methods, and clustering methods [53] , [54] . In this paper, we did not develop a specific model to determine the priority of consumers. In the evaluation setup, we pre-set priority levels and weight factors, similar to the method relying on expert experience. As an extension, a better approach to determine consumers' priority should be explored.
• Security: Decision-making optimization processes based on data collected by smart meters are highly vulnerable to data integrity attacks, which may lead to energy loss, economic loss, and power outages [10] , [11] , [18] - [20] , [22] , [59] , [62] . The majority of existing research efforts on defense mechanisms against data integrity attacks are aimed at protecting end nodes (source smart meters and power companies), and few defense mechanisms for forwarding nodes have been developed [18] , [21] , [63] , [64] . Thus, proposing defense mechanisms for smart meters or local controllers that forward user information can effectively ensure the data integrity of forwarded data in forwarding nodes, thereby ensuring that the scheduling strategy is not damaged. Therefore, defense strategies for forwarding nodes in the scheduling strategy shall be studied in future work.
• Our Approach versus Energy Scheduling Strategy without Considering Priority: From Section III and Section IV, we can obtain that our E2SP strategy is more effective than the scheduling strategy without considering priority. Nonetheless, when the total energy supply is greater than or equal to the total energy demand, the E2SP strategy and the energy scheduling strategy without considering priority will be equivalent. This is because when the total energy supply is greater than or equal to the total energy demand, all energy consumers can get sufficient energy supply, and it is meaningless to supply energy according to priority.
VI. RELATED WORK
As we stated in Section I, microgrids normally operate in a connected mode, where there is sufficient energy to meet the energy demand of all consumers; whereas microgrids switch to the islanded mode and operate as autonomous entities in case of grid faults or attacks, where some microgrids have insufficient energy and part of consumers' energy demand cannot be met. For that reason, the existing research on energy dispatching strategies is mainly divided into two categories: energy scheduling strategies in connected microgrids and energy scheduling strategies in islanded microgrids. Much attention has been directed toward energy scheduling strategies in connected microgrids, and the existing research can be divided into two main threads. The first thread has been focusing on minimizing economic cost [28] - [34] . For example, Zhang et al. [28] considered a novel power scheduling approach with high renewable energy penetration to ensure that the supply-demand balance is maintained. Wang et al. [29] designed an energy management strategy that considers privacy protection and used a dual decomposition-based algorithm and a fast suboptimal algorithm to solve the energy scheduling problem to minimize the cost of purchasing external electricity from the main grid. The second thread is aimed at minimizing operation cost [26] , [35] - [42] , [50] . For example, Petrollese et al. [35] presented a novel control strategy considering renewable energy sources for microgrids which can achieve both long and short-term optimal scheduling. Likewise, Izadbakhsh et al. [36] investigated the scheduling of energy sources and solved the problem by leveraging the Normal Boundary intersection (NBI) technique and a fuzzy satisfying method.
Unlike the connected microgrid with sufficient energy supply, the islanded microgrid cannot meet the energy demand of all consumers, so the energy scheduling strategy in the connected microgrid is not suitable for the islanded microgrid [65] . Limited research has been done on energy scheduling strategies in islanded microgrids [43] - [49] . For example, Marzband et al. [43] proposed a method of energy management in microgrid based on the multi-layer ant colony optimization method. The purpose of this management method is to find short term scheduling which has high flexibility and adequate fast response to any incident in the islanded microgrid. Khodaei et al. [44] considered a resiliency-oriented optimal scheduling model to minimize the microgrid load curtailment when supply of power from the main grid is interrupted. Nonetheless, these strategies only consider simple factors such as response time and load curtailment, but do not take priority into account. In fact, the demand for electrical energy of different users in the power grid is different, that is, they have different priority. A scheduling policy without considering priority will damage consumers with higher priority because they cannot obtain sufficient energy supply.
To summarize, different from the existing energy scheduling strategies, we investigate an energy scheduling strategy with priority within islanded microgrids (E2SP), which can effectively ensure that energy is supplied to consumers in order of priority. Our designed E2SP strategy can ensure that consumers with higher priority could obtain sufficient energy supply in an earlier order and is more suitable for islanded microgrids.
VII. CONCLUSION
In this paper, we addressed the issue of energy efficiency in the smart grid and proposed an energy scheduling strategy with priority within islanded microgrids (E2SP). To be specific, we solved the problem of how much power each energy supplier should supply to each consumer by using the Goal Programming model with positive and negative deviation variables. Through a simulation study, the results show that the E2SP strategy can effectively ensure that energy is supplied to consumers according to the order of priority. In comparison with the strategy that does not consider priority, in terms of the dissatisfaction degree, the evaluation results show that our approach has a lower dissatisfaction degree, indicating that our approach is more effective.
